The Sameeksha Global: A Multidisciplinary Journal in Hindi - Vol. 7, Issue 1 — 2023
© Eureka Journals 2023. All Rights Reserved. International Peer Reviewed Referred Journal

H The Sameeksha Global: A Multidisciplinary

y N ﬁnﬂ [; Journal in Hindi
Uu‘ il https://www.eurekajournals.com/Sameeksha.html
E ) ISSN: 2581-401X

0T TFaR FI&T ASIA131 F foe g fa@s
Y W AaRAYT|
31. 3751 HooT faarl’

eureka

'Rrefrfae 3R 3remE 3R ivw &), ARTes

gR=

I AT IF I0TA T TS GI&T 3UTAT ATl SedTed R TSTaT Sof T 3TIeIehdl IX
AT AT & | FJT 32 & foF 3T AT a0 gy o Ife v & & arees @ f3foiee aRkade
T ITTLIRAT & IR H IdT glAT AT | TE TG AlSe ol [3foicel dehsilen o ATY SGol
&dr § (DX) 4T faciiar 3T & dfehd §, 31N 588 gl & fav giawm &7 gur gl &
3FAIG g1 3+ gk I o1 Aart AR dlefAfenar iy ArsaR-gHd garT dféid g, safev
HTST /AT Sl A3 GI&T & foIT Gra-gagia [Fafora 3R garfad e $r raedendr
gl

10 Steps To Cyber Security

Defining and communicating your Board's Information Risk Management Regime is User Ed

central to your organisation’s overall cyber security strategy. CESG recommend you

review this regime - together with the nine associated security areas described below - :‘;;‘1‘;f;;:;";:jg‘;gﬂ*gﬂ';g':;lﬁ,‘:ﬁ{ﬁ‘jn,m,un s

in order to protect your business against the majority of cyber threats. @ systems. Establish a staff training programme.
m Maintain user reness of the cyber risks.

ation an

g policy and

—— : gainst external and Establish an effective el ISt?)rafr-lgI;dehiﬁll;l[; :ﬁ)gg‘:::s
internal attack. Manage the network perimeter. ¥ secure base

GEEND Fitor out dnsuthorisod crees and Ml gauerrance structu re Protect data both in transit and at rest.

GEEEEDY content. Monitor and test security controls. "+ and determine YOUr

risk appetite.

on

,& FI:.ro;juce relevant policy and establish anti-, RiSk Management

mamlamoﬂ Cleale a system inventory and
or all ICT devices.

Information '!' i o ation of A ICT ystotme s

e malware defences that are applicable and

S pitee S S e OGN
v 55 e 'S . . .
Ma&intain the Producgs...

Sengagement Supporting Produce a policy to control al acccssln
H 3h o H 3 sele removable media. Limit media types and use.
fith th B informagion risk Scan all media for malware before importing
cybertisk. mapagement on to the corporate system.
y and produce pO”CiE‘ 3
supporting policies. Continuously monitor all
ICT systems and networks. Analyse logs for v Ma r Priv
unusual activity that could indicate an attack. Establish account management processes and
o limit the number of pn-llezed accounts. Li
Incid t Management user privileges and monitor user activi
Establish an incident response and disaster recover Control access to activity and audit logs.
PNI AR capability. Produce and test incident management plans.
S Provide specialist training to the incident management
4 Cabinet Office team. Report criminal incidents to law enforcement.

This Photo by Unknown Author is licensed under CC BY-SA-NC

Page 36


https://www.eurekajournals.com/Sameeksha.html

The Sameeksha Global: A Multidisciplinary Journal in Hindi - Vol. 7, Issue 1 — 2023
© Eureka Journals 2023. All Rights Reserved. International Peer Reviewed Referred Journal

BTl o TTSER GH Al T HET 36T HIGHAT T ST STeThRT IR IMNTAT ATAHRT l
AT, ST HFXAT 3R DSOS FAT ¢ | AT I Faedd &9 0 AT fovar smar &
3R IR-GR gt aTel gl Sl AT ST ST 8|

s WEE aEa et fsforeer uRade, saaar Afse, - 383, fBfaea

deheileh, SEIUTE LAT|

WiAIfaF FFaX GI&T 39 & AT qa9= 3R 30§ Fo@r aF &
AT TFHdT

ST &I & WAL Hel &L Tl 96 ST 18 & [8H AISa GI&T ANel & 9 agd
cAfFdarTa ST=Trr 3R fahar Fafadt hr gIam axd &1 g & et & Y gl god
ST ST @Y arer 3R 3MSET &7 3UATIT el arel AT TEATAT T fALMAT FAraT
IAT §| SHH 3T, &Il o aN1 H, o FHT doh AT deh @ioT 3R oot FeAIfIhr
& 3TN & HROT, T ToI-TATSTd HATAT 1T &, FIgaR JI&T X ATel-e3-ATel 96 @
| el "t A gy @A v & ¢fSehIor A, s9e @A JausT o1 Thigd
AT HEcdqOT § ST JeTfct H Jaeiel JUTTerdl o caTdeh 3R I0TeiIfidh TehleahoT ahl qehsdl

g, 3P 3HTheled BT & AR IHFT AT Roled IXAT ¢ | AISSR FI&T # SNT@H Jaee & oIy,
FToT €1 IS ITSET AaT ¢ it fohdlT fafArse saaamy 9T g@nT 392eT I S &, Ig Tarad
& TSET TIHTIT T SHHT ITYANIT et aTel FAHT3T eh AT gt Tnfgw|
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AR AFHE dod WIS Tal Y FEIF TgaTeT 3 Tt FET 8

Tehel TAIFAGRT & ST HITSeTcH 8T & HIY HHI FI&T 3 HIET0T & foIw L&t a1
He]oled PXAT [l AT | S "AIFTR REF 654 DX SRNGCH, FATTeAT FERLT"
[1] 3 &1 3T T &, forash fageid | & &gl 7 & o "fevceres et &1 ega-cardy
SITEH JetreT & Heg & &9 H AT, o foh SEY AU HT 3T &, hadl Teh & §9
IMEET Azer| », 3R e NWHA g fdiad a3 g1 37 A § 5 ag aofr
HISAT & FTT HgedqoT [awdt # ¥ T g AT, 39 MY 9T H, gART & S6d
ISR Wl T T YgdTeT adaTT 3T 3eTehT 3T TaeieT lam &
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Rt geum@t % fow wrifas arge e sar A

STET T 3179 ¢@ Fohd 8, TSR G131 &l gTfordT 9qiy 3R e foxiT SedmeT gIa
3UTIT T ITotelT 3R TR F N &, 38 W 39T AlfgcT 3R 7271311 HT @ret Y, Hot
fafrse fafer &1 arver &) afe g s o Heume (oriide Arga gIat 3t &
fSSTTgsT Y HehdT &, dl Tg I | VH &M 3curar 3R Aar3il o S8 H o 30 S @l &
TG 3reTse gHTaRiTerdr & |y fAsTer H fohT 1T Jerrdl 3UTal o ATETH ¥ 3T-FI&T
TR TATT @A I 3FHIG I Thd ¢ | BT A, ABR TeaT T Tufa # 8ff, g7 =
ALY & aRTeT Siafsam 3R Reradl FaeeA a=11e T afe 39 g« & & S ¥ dar g, ar
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39 3raTd AT 31 STedr 3R T TiAfhar ateh JodTe sl A T Tehd o | HS ST
¢ T g7 T8 T Fohd §1 I8 I T HEumel & forT Iorsiifcer Arser et 3arat
IISTT WeTeT T & | HH 3G & foh ST YT 3TeAT HIgaR FI&TT T AISTell delled H
Ace fAera|

PRIVACY
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et geymt & fo amaRe wgea Y 3ur A

§H TS gHAAT o STagrd 3R &l & FSTAT IR TdT I 6,38 TN [AFgaR caaredd
g1 B TS gH & 3fag 3R g & Tl W o=l g &, 3R gfafafr T
HEIEAT & T ATSsR GI&TT 9T <@l &l g1 7 AIgeN FI&T 3MMie & fow AleTeh 3R
feanfader der v § 3R 3oTehr fawan3tt & 3R IR 3T Feffaor A &1 I @
TS TelTeT T fAaRTAT X 8T Tl idr & 3R Ig fasa & Hegh s g2iTdr & 3K R
gHl & Sfderd 3 g & ISl I & HAT &, ofdm for = A fe@rar ar—m g,
IfFATT SaRT TIS FASTh AT ATk TSI FHeAT bl SEIHTS THT el I TOT T YA
T o ToIT fonaT a3 Ut GTaifeh, gTel & aui #, U8 gHA gUs ol Tod T HAENERT &
gty gAfead afafafaar gdia gia 8 31 3% 3ege 1M arare g a1v §1 &
IS ST HISEN gH T STATT &ol & TolT GI&TTIUTT T HIdAT & | FHT T Tl oTeTled 3R

TOTd H GUN Feh, GI&T 3cUTG 3 HATT GHAATIRT 3T T o191 Hehl & |
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& 3cTar 3 Fan3it garT gATER! HT IaT AT AT HHT §
Mt AT 3R ISERT AT AR AT 1 e & forw fafdiess st arfafaf=r-

37 ISR ST fhT 31T SITeT BISal T gelel ST Gof [T ITT gHdlT af ATeT 3R AEea
TR sfagr e & IR gHe FI Afafafaat & et & e & forw oY @ =
g1 39 37cIdT, SITarT & quT f3feeaor & 1Y, 3R HI$ JHdTT gidr &, ar 39
dohfodes AT oI A 3el 1A | b TG eTeT fhT T Hehed aTel &1 T ATAT & Tah AT
BT §, STTIIT ST 319eT 31T SR A8 1§ 9ream, 3R amgant 3R saragrR¥is smeiiert
g gl 3O fRauRer 9v 9l YT IS ohdT &1 SR BIICT 38T SATThR)
0o, FordlT A 1 9g e, 39 FaeeH &l RECR Fe AT MY SAThRT SATTe of
FT & Teo F| W S {WANMR 3¢H § o o T R AT W &1 38R 37T,
IMIeTT FIARe 3R ISERT ATFARRT FF I & Forw w8 g aifafaf=t o siem fear
I 3R AT, Y F T AR, AT3s fharsH, AT 3R 307 &2 F GYFI &I §
5T Tfafafet & 3ieme fea|

Govermment Agencies

== ==
I T R Galileo/Apollo by Travelport

Travel Companies Host CRSs / GDSs
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el I T & ATHACT § A 7 AR FIF Y Y 1Y Sy aret g 3T
3187 1ot &1 H, TF SaRT Fohel T HAAIR o HTHHAUT T 3663 Yehell AIRRT TSI AT o

BTcs &1 dlca T & Ugel 3R 91 7 SIS AT AT 7S FLAT 37 2T F TS TIF i
HEcaYUT T ug aidTg | AR STarer FRars # &6 7 #7 36 ORE & JHATT $HT TR
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TS| T X # 1A d6% & ATH ¥ ANGI Tos ShlalAch BRA FHI aififie Jo H
s Wl W I=T T 1S §1 8Tl & aut H, Tcgaear 31X GHS 9T 5T A Y319 &
FROT S TJoil & AGcaq 0T [awdt 7 & U o &9 & forr mar g1 . 3R 3Rges sifae Rae
SITEAT 3R gaarat &1 off TaeaR & aulel &l 81 AIge FI&T & HUTH 1 ardraor
317 & 317 91fIR gl ST T B
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2010 ¥ TFRT 3R AT geuEt F R aEaR g/ F 38T

2010 & 16 ¥ FHRT IR T U@ § FoOd GHE HTols ST SR A Teh
TR g 1T &1 GI&T A3 Fr diforr 7 7 Faifaa fhar arr &1 star & arferer #
fe@mar s €, 7 Fhad Alfgew JHar, afes AadITd JHRT R MIAT STARRT 6T
AR 3R RaeeA aesEa S JHar o gUil 3R & & It #, g9 FAfar, SauR
HENERT & ATETH & & Ul odeh Y Tt Ug o T TAH el o Ielral,
39T fhT T AiFeaeR 3R Fer3s A3t 7 siegan, 3nfe| gl s@er W g &
HRUT &% HUTAAT T ITHN AT § 378 | Teh TARAYAT § S i Feum=t & forw faferse
g1 FIEeR gAd & AT 3¢ gfasfaas, AT, o 3UR &1, Ul gEdidRor 317E &1
ITFAIT SATeThI o JHATdT, Gsfighed W T STTARRT HR IHhT TATONHIOT SATARRT
ARY A &1 TATET IWIFT o 3TlTdT, AR (TETIST) Ahel o YNOT, HTTe, o TEATAT
S dont 3R hfse FfagaT  @ral 7 ST fohT ST § St STAT 311 FHTeTT 2|
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Income from Member States and Canada 3109.5 M€ (72.6%)

Income from EU 911.1 M€ (21.3%)

UK: 9.6%, 30000 M€ ——— Other income 256.8 ME (6.0%)
Income from European Cooperating States (ECSA) 4.6 MC (0.1%)

ES: 4.8%, 149.6 MC Total 4282.1 M€ (100%)

NO: 1.8%, 56.3 MC Income from EU, European
AT: 1.6%, 50.1 M€ ! et ?

Cooperating States (ECSA)

CH: 3.5%, 108.3 M€ and Other: 27.4%, 1172.5 M€

FI: 0.6%, 19.5 M€

CA: 0.5%, 15.5 MC
GR: 0.5%, 15.1 M€
SE: 2.4%, 75.0 MC

NL: 2.6%, 79.5 M€ — 2013 income from Member
LU: 0.5%, 15.0 MC States and Canada

IT: 12.9%, 400.0 M€ 72.6%, 3109.5 ME PL: 0.9%, 28.9 MC

BE: 6.0%, 187.7 M€

CZ: 0.4%, 13.7 M€
IE: 0.4%, 17.3 M€

DK: 0.8%, 25.7 M€

RO: 0.5% 16.0 ME PT: 0.5%, 16.1 M€

DE: 24.8%, 772.7 MC FR: 24.0%, 747.5 MC

1 MC: Million Euro
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gt 2020 e 3R Rl ot & g agaR guangas

SIFAT 2020 3Teieh 3R Rreiftew Wal 7 fAAT T g2l HTTIT| ST eTdT, T ATAT STl
¢ o Tl gl &9 7 3mAToia ITaaiEIan3it & off gefet & foar mafora forar
ITAT AT| ETeATTeh, SITATeT AT f3eel & TSR §H el & HRUT g 95T TN el 3TAT| 3T
el & a1g 1 et GiATd 3R T, S @ell & foT Arger gIam & g9y 3, gany
HYFT T § ARANTAT Teh 9 Flhd H 450 fATrTaT dsey gre i g H S ¢ 6
TdTeleT WX IS TG AT 9sT| ST 3R fagert 7 wufaat ik cafFaar i foremer semer
dTel ATSeRX gHAll o ¥ #H, THUATH, AT A8ey, s & Tafd Hoddy, e
SN & Tget, STt 3 S1g & H1g &W 10| gTeliioh, 8Tl & 93 YA & TSR gl
I JAATH, EHET & I & IR H TS HT Seal@a1T o181 2T, 3R IS &areT ¢t Aoy a1fa
e g S|
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AA-FaH FI$ TIFa §AA JHATA 78T 9g a1t
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S 37CITdT, Well & &I DDoS gHell & dadt Ygfy a&fY a1g| 1S NAve 71gh & & &
TEEcH her g1 7137 81 3Teiieh feehel T @GR &1 STThRT & IR H dlleh g 3T olfehe
STITHAT 10 ok T T 3Teifen 3R RIeiftes Well HT ST st afAfT Fr &r 715
g g1 gerl foh RATa aoF & a8 & UT| 3URT A AT el & ToIT THUAT 3R 3T
AR T THAT & T o HTUR W, ST 7 9T GEUTeT gTelifen, oATHT I Teh el
& forw ser feam amm ar 3R e3Td # 39eT & AF el 3afy & v FauEigEas
Y 1 51T WY Al Yt & FEUT fod off GTSeR gH U JH AT I8 § IHTI Hlg TATeT Sod
Q7 &7fd Iarafaar 3R 9fa3ura & faw 3egde ured 78 g UE, 3R oy eyt &
TiReahIoT & 1S wlazur ey 18T fomar ara § fiegier 3rdem3tt & faodia ufafsrar &)
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TS gH el T IgaTeT

TS gHAT T Igamel ¥ Il Toll gHS & i 3R 3MSEr T 9faa gid Ba &
ST, IIATT Age] GIATHTAST # 3UTT gALM YHTET #Igl gl Fohdl &l dadAT #H,
TEFIT A gt aTer JohaTeT T s RATE 3 WY §, 3R 78 vk 9% i &) a1 &1 Ig off
Y & ¢ a1 8, 3R SHH 39T SA Gidl &l glgateh et & o fhar aam g 3R o
HUTIAT I AT 3STAT ST 7, 51 Toh [aEecH H 598! | 38 37elrar, faaig Jad o]
feaarat gag@ iAAmEr e HTOReIT @ SIfaTd e arel A 1 9dT ST ST @ &,
Hideic GIsa) GI&T &g (TANSTHEHN) 3R 3T TSR Al 3R waAfaar & grsar
GI&TT 3UTIT T FSTd et 1 378 AT IAT &1 FI&T TC @A AR W 3R s837
FUR HI 3T ¢ |

Your Network is POwnd

Now I can...

- - O Create my own Domain
Domain Administrator|  Admin account
O Steal the account

database

O Access any content on
the network

o)
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TAITSTHL WIS FI&TT ST
NIST SP800-171

fafarse farvan)
> 31T deheitenl 3R TaEdd UfhaT3il/3mgeHl &l enfdre i
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> H gURT @ & foIT o1 X Fohdl 7 3§ FHSTAT 37T 8, oifohed SHH 9g I a1
gl
> AT & Y AT o [FaTe & ToU 3o TR-aR TN fonam Smar &

CEIFCHIEELGIY!

> ATTERT Y AT LRI T quTe Y|

> UG 9 AT ¢, olfhet [ATASC AT § I o R FolsR e & 7o ag wfafsrar & ar
ST&T A3 A= g

> gfoTd el AR §

p—

ustomers, Other

= Incident
Constituents
& Media Response

Teams
Software & Incident Internet

Support Response Service
Vendors Team Providers

LaW Incident

Reporters

Enforcement
Agencies
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ATFaR FI&T ATH 3 el et & fore Renfader

gAY ATER gHcll & A & IR & arar 3R sar=m F 3 7 31w aispa 3R
GHTIATLOT Bl ST @ & | 3R FISa Y& 10 TW 3R GURA Y 3TaegehdT & IR H
JdrT| & AT FE A & Gk & T@eh 3ugaFd Jfasardi W g & & fav
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st AT 3T feenfader Tgr 3uersy & SareT 3R 9t & ggar 4 & &S €| grdliten,
I HISeT GaRT fAATIT T STt aTell =1 3R Jonfad sdada & 9 3R JahR I
foTeR el €, 3R faferest 3maeas Aser Ga 39 & | gt 3R, o e grerifen
IO & YA 3R Rufa & e €, gt A 3R YR & <Iadrd & 3R O
AT §, TSR GI&TT 3UTAT 3 3T THAAAI § | 30T &1 i, &l demi s
I gARTd e =g & faeda 3eger & waftid A, feenfader 3nfe g1 3mas
IS & 3] ol QTga FI&T 3UTAT T ANTeAT Folled 3N 38 9] et 7 3747, 3
&g AUTRT e & ge1d 81, 3R Arsat & TaY 7 37cRTeT T fATUT hY | 3Tk TaTdeT
T &I '] T FEAET 3G anT 3UANT fhU el arel fafese Attel 3R
UGG IR ERIEGREMGERGIRT

et geuEl & Foget Rved & v gam A 39k Fgamash

Tl Ga=IT YuTrelt 3, Tk SATed HIURET BI3SUA SaRT T facir FEAT=T & faw
T FHOY X JoTTelT | FAECH GI&TT ATl oh/TEATcHS Aol 37eT [3] 1985 H R fomam arar &7
AR Foeir SEAT=T 3fe; Y G TOTlT hr GI&T & foIT Toh feRnfider &1 I8 Hr3ecAe
& ToIU Teh TdToe HAleTeh & & H Y111 fhar arm & 3R ale] fodia aedme=t & fow
qrEdTdeh HAlelh gl & ®T H 9 & F 39T hdT SATAT &1 5T HAleleh &l 37 JhR A
cHafya foram Srar € 1 3eged 3R 3uter fr Feufa & gar sae suaer giaemgds
foram ST @h| SOH IR HET 8l & "AIT0T AT, "SGR Aldeh," "HTeT Hielh,"
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3R oIt gETT AR | T H T & [3fRIse 30 7 ISl o, e A 3ifse
3R IS g AiAAT B |
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sy

ATSSR G&TT H cTeheilehl cledl T Teh 3T g UTel &, R TATEROT ol & dgeldl ¢, ST
ITSEY T ATSaR FI&TH IR ot hr BISH Fg et & forw FHTeTeAT 7 ket &1 Aehell
g1 IE IR 0TI e TS GI&T 3UTAT T AISTAT Follel IR 3o TEIaT &od hl HTGRIHAT
OX AT AT & | F JTRIT AT & b g6 GHST H 3T 3147 g | AT AT &, o Iroeh &l 36
AT o X H IdT gleTr AT fob H arg o ik 3o TenfRufa & @y gaAcd g &
IS 3 HRaTg Y| glaliish, HgaR W& # oY, FAfateT SIeeadr gausT Algdl
3R GTSITeeT, A3 H fALAT0n), AR (FS &1 AR gfte &), ot der
(@A AT T, 0T o, T e, FER J6Ud (TrAfAedr iR aare
3TdesT), 31| IR-Aaraithl iRTeT T T 33T TSR T gH s aRss i 3R
Jeteh 37T ¢ - GANT ATl & foh 3T TR T &I TATT TWAT R FrIdT & FaTele
HAT GHA &1 3ATAU, WS & & Y- T gy #, o & gan g
gqary g, # a1g amfoh 3T 379 Sierer T IUART A AR 57 97 7 afvia uframsit &
TGH H T 0TI ATl IR H |
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